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Chris is a Microsoft Certified Trainer since 2000 and holds an MSc degree
in Computer Studies. He has participated in various Microsoft local and
international events (Teched Europe, Microsoffinergija ITPro|Dev
Connections,ShowlT) as a technology speaker and he is specialized in
Microsoft products, such as Windows Server, Exchange Server, System
Center, Azure AD and more. He has been a Microsoft Most Valuable
Professional (MVP) in Identity & Access (Enterprise Mobility) since 2008.
Today he delivers courses around Europe, but very often gets involved in IT
implementation projects.

Chris has a 18 years experience as an IT consultant, specialized in the Email :

implementation of Microsoft technologies to organizations of any size. Twitter : @spanougakis
Facebook :spanougakis

Do not forget to subscribe to the blog: https://mcse.gr/blog/ LinkedIn :spanougakis
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Possible scenarios

Cloud Identity Directory Synchronization Federated |dentity

Single identity in the cloud Single identity mastered on Single federated identity

No integration to on-premises premises. Limited cloud and credentials.

directories editing Authentications done on
premises.




Reason #1: Use Azure AAD Connect to sync
your onpremises AD objects to Azure AD

& Microsoft Azure Active Directory Connect

Express Settings

+ Configure password synchronization from on
+ Start an initial synchronization

+ Synchronize all attributes
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If you have a single Windows Server Active Directory forest, we will do the following:

+ Configure synchronization of identities in the current AD forest of CONTOSO

-premises AD to Azure AD

+ Configure Azure AD Connect Health (sends performance and troubleshooting data to Microsoft)

If you would like different settings, click Customize.

T Use one tool instead of

many

I Get up and running quickl

(4 clicks)

I Start here, then scale up ¢

add options

I Custom options to addres

more complex scenarios

365




& Microsoft Azure Active Directory Connect

(3 Send Feedback
@ Show Help

Welcome to Azure AD Connect

Express Settings

I Run this installation tool on the server where the synchronization service component will be
installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:
=+ Guide you in selecting a solution (for example, password synchronization or single sign-on)

« Install identity synchronization and other Microsoft software compaonents required to deploy the selected
solution

= Verify the integration of your on-premises and online directories

Learn more

] 1 agree to the license terms and privacy notice.

Version 1.0.8642.0-20150617-232611

Microsoft Internal Use Only




Express Settings

Connect to Azure AD
Connect to AD DS

Configure

Version 1.0.8642.0-20150617-232611

Microsoft Internal Use Cnly

Express Settings

If you have a single Windows Server Active Directory forest, we will do the following:

- Configure synchronization of identities in the current AD forest of CONTOSO
« Configure password synchronization from on-premises AD to Azure AD
= Start an initial synchronization

+ Synchronize all attributes

Learn more about express settings

If you would like different settings, click Customize.

(D Send Feedback
© Show Help




& Microsoft Azure Active Directory Connect

(3 Send Feedback
© Show Help

Connect to Azure AD
Express Settings

Connect to Azure AD Enter your Azure AD credentials: 9

Connect to AD DS USERMAME
COHﬁQUTE |admin@contoso.:unmicros:uﬂ.c::um |
PASSWORD

Microsoft Internal Use Cnly




& Microsoft Azure Active Directory Connect

Express Settings

Connect to Azure AD

Connect to AD DS

Configure

[0 Send Feedback
© Show Help

Connect to AD DS
Enter the Active Directory Domain Services enterprise administrator credentials: 9

USERNAME
|CONTOSO\administrator |

PASSWORD

rosoft Internal Use Only



Express Settings
Connect to Azure AD
Connect to AD DS

Version 1.0.8642.0-20150617-232611
Microsoft Internal Use Only

Ready to configure

Once you click Install, we will do the following:

+ Install the synchronization engine
» Configure AAD Connector
+ Configure contoso.com Connector

+ Enable Password synchronization

+ Configure synchronization services on this computer

Start the synchronization process as soon as the configuration completes.

[[] Exchange hybrid deplayment @)

{3 Send Feedback
© Show Help




Express Settings
Connect to Azure AD
Connect to AD DS

Version 1.0.8642.0-20150617-232611

(3 Send Feedback

@ Show Help

Configuration complete

Azure AD Connect configuration succeeded. The synchronization process has been initiated.

The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that
user accounts from your local directory have been created. Then, do a test sign-on to the Azure
portal.

Learn more

Microsoft Internal Use Only



Reason #1.1: Azure AD Connect Health

® 4 % & @ » & ©
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Reason #2: Multifactofuth

m

verification options (earn mor

Methods available to users:

Call to phone

Text message to phone
Metification through mobile app
Verification code from mekbile app

SAMM More

i
=1

remermber multi-factor authentication

Allow users to remember multi-factor authentication on devices they trust

Days before a device must re-authenticate (1-60): | 14

365
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Reason #3: Conditional Access policies
(even for the Azure Portal itself)

ft Azure systemplus > Conditional access - Policies > New > Cloudapps > Select

INEY O X Cloud apps O X Select

Cloud apps

Applications @

L
@ info Include Exclude -
| lsearch Appiications. vl
"
* Name
O None
) Example: "Device compliance app policy All cloud apps

® Select apps Instagram

Assignments Select >

None Linkedin

Users and groups @ >

0 users and groups selected

Microsoft App Discovery
Cloud apps ©
>

1]

0 cloud apps selected
Microsoft Azure Management

Conditions @ N
= 0 conditions selected 5 Micoabass
@ Access controls ; ‘ Microsoft Intune Enrollment
4 Grant® N

0 controls selected MS Microsoft StaffHub

Session @

> Microsoft Teams

< 0 controls selected

EVENTS.COLLAB365.COMMUNITY




Reason #3.1: Identity Protection

Azure AD Identity Protection - User risk remediation... # — O

GENERAL
Overview

i Getting started

INVESTIGATE
Users flagged for risk
A Risk events

= Vulnerabilities

CONFIGURE

0 Multi-factor authentication regis...

User risk policy

Sign-in risk policy

SETTINGS
Alerts

FA Waalhs Ninact

EVENTS.COLLAB365.COMMUNITY

Policy name Select the controls to be enforced.

() Block access
(@) Allow access
Assignments
3 D Require multi-factor authentication
M Users @

All users D Require Azure MFA registration

& Conditions @ 5 Require password change

User risk

Controls

Access @

Select a control

Review

ilil Estimated impact @ S

Number of users impacted

Enfarce Policy

o I




Reason #3.1: Identity Protection

Microsoft Azure

Your account is at risk
Cloud optimize Vie've detected SUSHCIOUS BCTiEY 07 YoUr SCOUTE.
your business - e -~

feduserJG1atroso.com, we noed 10 vertly your identRy.

Microsoft Azure

© 2098 Memeon r Microsoft

Twms of e Prwncy & Coonies

Update your password

Cloud optimize
your business

chris@systemplus.gr

[pepve—

New passwoed
Microsoft Azure
For a00ed security, we 00ed to further verify your account

Confiem pavmond

How 60 you wart us to verdly your sccount?

Cloud optimize - :
your business ik, i g

Wie've sent you  text message with 3 verfication code.
Frter vertfication code

Une # Sferee verficanon ogton

S O 4 S I W 8 et sccount

Wore rforrmacon
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Reason #4: Azure AD PIM and
approval workflows

User Administrator L|<er Admlm;trator

Approve selected requests

Zure systemplus system I_
systemnlus - Activate Rol €:Q':3 @ @ admr o e

@ rotiowing 1 selected requests will be spproved.

*
Selected Items
Azure AD Di [
S REQUESTOR NAME  REQUESTOR EMAIL  ROLE NAME REQUEST REASON  STATUS
=
SystemPlus Admin Global Administr... Hello., | would li... e

SystemPlus Ac Processed ltems

REQUESTOR NAME ~ REQUESTOR EMAIL  ROLE NAME REQUEST REASON STATUS

admin@syster
No requests selected

Eligible

Request for User ‘SystemPlus Admin’ to ad
Administrator’ is pending for approval

O ® ® ¢ - & @ B

RASBIACE

A
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